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Nous sommes |a pour :

e Découvrir les Yubikeys.

Nous allons voir :

e Comment configurer rapidement une gestion locale;
e Des démonstrations.

Nous ne sommes pas la pour :

e Un cours sur l'authentification.
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Un peu de théorie quand méme
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n peu de théorie quand méme

Identification vs. Authentification
Identification
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«J'affirme que je suis A »

e identité publique (nom d’utilisateur, ...).
Authentification

« Je prouve que je suis A »

e ce que je sais (mot de passe, question, ...);
3sur20

e ce que je posséde (carte a puce, dongle, ...);

e ce que je suis (empreintes digitales, ...).
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L Un peu de théorie quand méme

OTP & TFA
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One-Time Password

Mot de passe unique valide pour une seule authentification :

® basé par exemple sur une horloge ou un compteur;
e résistant aux attaques par rejeu;;

e difficile a manipuler sans équipement pour les gérer.

Two-Factor Authentication

v
Utilisation de deux éléments pour prouver son identité :
e pensez a la carte bleue francaise.
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La Yubikey c’est quoi dans tout ¢a?

Il s’agit d’un dongle USB assurant 'authentification
e OTP;
OATH-HOTP (RFC 4226);

mot de passe statique;

challenge-response;
RFID (MIFARE) sur certains modéles.

Avec plusieurs avantages :
e pas de pilote ou d’application cliente (USB HID);
e protocole ouvert;

e support open-source.
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Authentification a I'aide d’un OTP
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Configuration d’une Yubikey

——
YVubikey Configuration Utility - Start ]

On utilise le couteau suisse

e Ici, Poutil (trés pratique)
Welcome to the Yubikey corfiguration utilty .
The Swiss Amy Knife for the Yubikey Sous Wl ndows ;

e Un autre outil en ligne de

commande est disponible
The application version is 224
Build timestamp Feb 92011 16:21:04 pour Linux.
Copyright {c) 2009-2011 Yubico ol

< Prcédent Exit
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Configuration d’une Yubikey

Cweos . == Select Task
ru‘?‘( Cortigure a Yubikey for uplozd to the Yubico server ‘ ® Conﬁgure a YUbikeyfor
" Create a Yubikey that generates a 32 character fixed password

i o Ytk upload to the Yubico server;
 Ereate 3 dymamic Yubikey corfiguration (Yabico GTF mode

[ Gt e Vs corr o) e ou Create a dynamic

" Create a challenge-response configuration (Yubikey 2.2 only) . . .

" Remove an existing Yublkey configuration Yub’key Conﬁguratlon
~Testing the ¥

" Check the Yubikey type and fimware version

€ Testthe OTP output of the mast recently configured Yubikey (YUb 1CO O TP mOde) M

" Convert between diferent number formats

Global setiing:
1 Review or change program seftings
" Speciy a text file for configuration input

<pietoms e
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Configuration d’une Yubikey

Specify a public ]

Before the OTP siring, a fixed idertity can be used as a prefix which identifies a

Specify a public identity
particular Yubikey. The fixed part is sent in clear text as opposte to the OT‘P part

e Est envoyée au début d’un
" Do not use a public identity .
@ Use a publicidertty oTp ’

Desiedlength [ (1-T6bytes)
Publc Dsting |

e Permet d’identifier une
Public ID string update scheme

— Yubikey.
B ]

 Fandomize
© Fead fom file

I Rememberthese settings and don' ask next time:

<pietoms e
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Configuration d’une Yubikey
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I

As 2 part of the OTP, an optional private identity (ID) may be specfied with
fixed length of 6 bytes.

Specify a private identity
" Do not use a private identity
& Use a private identity

D sting

e Secret unique utilisé pour
dériver les OTP.

Private ID string update scheme

 Fixed value

€ Increment by one

& Fandomize

Single rand
€ Fead from file

I Rememberthese settings and don' ask next time:

<pietoms e
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LAuthentificati()n a l'aide d’'un OTP

Configuration d’une Yubikey
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Specify cryptographi

(shared

I order to generate an OTP, a cryptographic key (shared secret)is needed.
Please speciy one manually or select it to be automatically generated in a random
fashion

Specify cryptographic key
(shared secret)
Key (128 bits) [

© Foced value
" Increment by one Single rand
 Fandomize]

€ Read from file

e Clef symétrique partagée

avec le serveur (AES).

I Rememberthese settings and don' ask next time:

<pietoms e
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Configuration d’une Yubikey

Specify output parameter

-~ Output format fiag: N
e y— ¢ Insertion de Tab ou Enter;
[~ Send a freference} string of all Modhex before the fixed part
[~ Send z TAB character between the fixed part and the OTP part

B S e Gestion de la vitesse de
RS—— sortie pour les terminaux
I Slow down character output by 20 ms

™ Slow down character output by 40ms (1 + 2 = 60 ms) .
[~ Adda short delay before sending the OTP part le nts 5
I Add a short delay after sending the OTP part

e Caractéres utilisés;

I Moc upper-and lower case I Button at statup
[ Mix lpha and numeric ¥ USB descriptr

I~ Send a special char as prefi ¥ APIcal ° V|S|b|llté du Sel‘ia[.

I Rememberthese settings and don' ask next time:

- Strong passwords policy (Yubikey 2]—‘ "53\5\ # visiilty (Yubikey 2.2)

<pietoms e
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_seety gt prc | Specify configuration
T — protection

unautherized modfications

i fhe Yubil

Curerly Unprotected and | wari {0 keep ff fat way:

" The Yubikeyls) are curently unprotected and | want to enable protection

€ The Yubikey{s) are curertly protected and | wart to disable protection

® Permet de protéger en
écriture par une clef la
" The Yubikey(s) are curertly protected and | want to keep it that way
Curent access code New access code
I

configuration de la Yubikey ;
Cument code update scheme New code update scheme
& Fived value & Fixed value
€ Increment by ane € Inorement byone_ind
€ Randomize 1 Randomize
€ Read rom file € Read from file

I Rememberthese settings and don' ask next time:

<pietoms e
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Configuration d’une Yubikey

=S Programming

It is now time to update the key. Review seftings, select corfig and press start ° Batch mode pour ﬂ asher
Selectedtask:  Program OTP mods Ybikey

Pubic ID 71daB0Tsata (Randomized) H 3 H.
) plusieurs clefs a la suite;
Key defdc799150ea1819afb 36a7.. (Randomized)
Curacceode:  N/A . . . N
N mcoce WA e Choix de la configuration a
& Wris to configuration 1 Writs to configuration 2 (Yubiksy 2 oniy) ,
™ Batch (multiple) mode I™ Lock /protect configuration 2 {Yubikey 2 only} ecraser.

Run Insert Yubikey in USB port and press Fun

#" [ Time [ Delta fs) | Status / public ID I

Passed: 0 Failed: o

crictoes e
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Configuration d’une Yubikey

=S Programming

It is now time to update the key. Review seftings, select corfig and press start ° Batch mode pou r ﬂ as h er
Selectedtask:  Program OTP mode Yubikey

Pubiic ID 71da807aada’ (Randomized) H b H .
ool T oo plusieurs clefs a la suite;
Key def4c299150ea1819afb 35a7.. (Randomized)
Curacccode:  N/A

oo WA e Choix de la configuration a

& Wris to configuration 1 Writs to configuration 2 (Yubiksy 2 oniy) ,
™ Batch (multiple) mode I™ Lock /protect configuration 2 {Yubikey 2 only} ecraser.

g Update completed successfully
Remave device now

#" [ Time [ Delta fs) | Status / public ID I
Vi 235645 73 71da807zadal

e En voila une! )

Passed: 1 Failed: o

<pietoms e
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LAuthentificati()n a l'aide d’'un OTP

Construire libykclient
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Disponible sur http://code.google.com/p/yubico-c-client/
e Librairie de validation des OTP;

e Packages Debian/Fedora disponibles;

Compilation

e Penser aux dépendances : libcurl4-openssl-dev,
1

user@localhost:~/1ibyubikey-1.7$ autoreconf --install
user@localhost:~/1libyubikey-1.7$

./configure
user@localhost:~/1ibyubikey-1.7$% sudo make check install
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Construire pam-yubico

Disponible sur http://code.google.com/p/yubico-pam/
e Module PAM pour Yubikey ;
e PPA disponible sur ppa:fredrikt/yubico-pam;

e Penser aux dépendances : libpam-dey, ...

Compilation

1| user@localhost:~/pam_yubico-2.4% autoreconf --install
user@localhost:~/pam_yubico-2.4% ./configure
user@localhost:~/pam_yubico-2.4$% sudo make check install

user@localhost:~/pam_yubico-2.4% 1ln -s /usr/local/lib/security/pam_yubico.so \
5 /1lib/security/

10 sur 20
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LAuthentificati()n a l'aide d’'un OTP

Configuration basique de PAM
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e la vérification peut se faire a distance en HTTPS avec un LDAP;

J
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o [a vérification se fera ici en local en HTTP;
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Configuration basique de PAM

o [a vérification se fera ici en local en HTTP;

e sufficient pour utiliser la Yubikey seule;

/usr/share/pam-config/yubico-ofa

1| Name: Yubikey authentication (one-factor)
Default: yes
Priority: 512
Auth-Type: Primary

5| Auth-Initial:

sufficient pam_yubico.so authfile=/etc/yubikey_mapping \
url=http://localhost:8700/wsapi/2.0/verify?foo=%d&otp=%s
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Configuration basique de PAM

o [a vérification se fera ici en local en HTTP;

e requisite pour ajouter la Yubikey a la configuration existante;

/usr/share/pam-config/yubico-tfa

1| Name: Yubikey authentication (two-factor)
Default: yes
Priority: 384
Auth-Type: Primary

5| Auth-Initial:

requisite pam_yubico.so authfile=/etc/yubikey_mapping \
url=http://localhost:8700/wsapi/2.0/verify?foo=%d&otp=%s

11 sur 20
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Configuration basique de PAM
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o |a vérification se fera ici en local en HTTP;

configuration.

e requisite pour ajouter la Yubikey a la configuration existante;
e ['utilitaire pam-auth-update permet une gestion globale de la

Mise a jour de la configuration

1| user@localhost:~$ sudo pam-auth-update

11 sur 20
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Configuration basique de PAM

o |a vérification se fera ici en local en HTTP;
e requisite pour ajouter la Yubikey a la configuration existante;

e ['utilitaire pam-auth-update permet une gestion globale de la
configuration.

e enfin on associe les Yubikeys aux utilisateurs Unix.

/etc/yubikey_mapping

1| serianox: jucfhhclerie
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LAuthentificati()n a l'aide d’'un OTP

Configuration de yubiserve
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Disponible sur http://code.google.com/p/yubico-yubiserve/
e Serveur léger écrit en Python;

e Pratique pour une gestion locale;
e Quelques bugs ...

Installation et lancement
1

user@localhost:~$ sudo aptitude install python python-crypto python-openssl python-sqglite
-days 365 -nodes
user@localhost:~$

user@localhost:~$ openssl req -new -x509 -keyout yubiserve.pem -out yubiserve.pem \
./yubiserve.py &

12 sur 20
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Disponible sur http://code.google.com/p/yubico-yubiserve/
e Serveur léger écrit en Python;

e Pratique pour une gestion locale;
e Quelques bugs ...

yubikey.csv

1| 71da807aa4al;9916dd36b973;dcf4c299150ea1819afb35a78ac1223c00000000

12 sur 20



http://code.google.com/p/yubico-yubiserve/

Yubikeys — TraA au bout des doigts

LAuthentification a l'aide d’'un OTP

A0 «Fr <

it
v
a

it
v

Configuration de yubiserve

Disponible sur http://code.google.com/p/yubico-yubiserve/
e Serveur léger écrit en Python;

e Pratique pour une gestion locale;
e Quelques bugs ...

Ajout d’une clef

1| user@localhost:~$ ./dbconf.py -ya serianox-white jucfhhclerie 9916dd36b973 \
dcf4c299150ea1819afb35a78ac1223c
user@localhost:~$ ./dbconf.py -yl

1 key 1into database:
5[ [Nickname]

>> [PublicID]
serianox-white

>> [Active]
>> jucfhhclerie

>>  yes

12 sur 20
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e Test du serveur en HTTP;
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e Test du serveur en HTTP;
e Exemple avec sudo;
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e Test du serveur en HTTP;
e Exemple avec sudo;

e Exemple avec FreeRadius.
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Authentification a I'aide d’un mot de passe statique
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Configuration en mode statique

=S Sclect task

Guick .
e —————— ® Create a Yubikey that
" Create a Yubikey that generates a 32 character fixed password .
et Vit generate a 32 character fixed
" Greate 3 dynamic Yubikey cortigurstion (Yutioo OTP mods)
" Create a OATH-HOTP Yubikey (Yubikey 2.1 only) pa SSWO rd M
& Erodie o Vibikey configuratin asenerd made) ’

 Create a challenge-response configuration (Yubikey 2.2 only)
" Remove an existing Yubikey corfiguration

® Create a static Yubikey
[ Testing the Y . .
et NS configuration (password
" Convert between diferent number formats

mode).

Global setiing:
Review or change program settings
" Speciy a text file for configuration input

<pietoms e
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Configuration en mode statique

ot e Yo —— Create a static Yubikey
e e e et e configuration

e * Choix de la longueur;
e * Possibilité de spécifier

€ Scan code mode - 1-16/38 characters (Yubkey 2/ 2.2 oniy)

Number of characters ,32_ Insert TAB el .
—— e Possibilité de laisser

v By sarts manuahy pdss weing fhe Bidor, ubikay 2 arik l’utilisateur mettre a jOUr
I Rememberthess ssttings and dont: ask nist tims lui-méme le mot de passe.

directement des scan codes;

<pietoms e
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L Authentification a I'aide d’'un mot de passe statique
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Configuration en mode statique

=S Specify output parameters

~Output format flag: .
I Senda TAB characterfist ° ldem
[~ Send s feference} string of all Machex before the fixed part
[~ Send z TAB character between the fixed part and the OTP part
™ Send a TAB characterafer the OT part
% Send ENTER as the last keystroke

~Output speed g
I Slow down character output by 20 ms
™ Slow down character output by 40ms (1 + 2 = 60 ms)
[~ Adda short delay before sending the OTP part
I Add a short delay after sending the OTP part

[~ Strong passwords policy (Yubikey 2) Sefial # visibiity (Yubkey 2.2)
I Moc upper-and lower case I Button at startup
I~ Mox alpha and numeric ¥ USB descrptor
I™ Send a special char as prefix [V Ficai

I Rememberthese settings and don' ask next time:

<pietoms e
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L Authentification a I'aide d’'un mot de passe statique

Configuration en mode statique
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unauthorized modifications.

@ fThe

Specify configuration protecti

The Yubikey can be protected by a corfiguration password to prevent

Curerly Unprotected and | wari {0 keep ff fat way:

Current access code

" The Yubikeyls) are curently unprotected and | want to enable protection
" The Yubikeyls) are curently protected and | wart to disable protection

" The Yubikey(s) are curertly protected and | want to keep it that way

New access code

& Figed value

€ Increment by one
€ Rendomize

€ Read from file

Cument code update scheme

New code update scheme
@ Figed value

€ Inorement byone_ind
€ Randomize

€ Read from file

I Rememberthese settings and don' ask next time:

<pietoms e
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Configuration en mode statique

RS Programming

It is now time to update the key. Review seftings, select corfig and press start ° On uti“se |C| la Seconde
Selectedtask:  Program password mode Yubikey

Public ID N/A H H

Secret ID a45bf29a6515 (Randomized) Conﬁgu ration.

Key defa2560b0118b Tedeaskca.. (Randomized)

Curacccode:  N/A
New acc code:  N/A

 Witsto 1 Hirte to configuration 2 (Yubikey 2 oniy)
™ Batch (multiple) mode I™ Lock /protect configuration 2 {Yubikey 2 only}
Run Update completed successfully
Remave device now
#" [ Time [ Delta fs) | Status / public ID I
Vi 235645 73 71da807zadal
Passed: 1 Failed ]

<pietoms e
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Configuration en mode statique

RS Programming

Itis now time to update the key. Review settings, select corfig and press start

e On utilise ici la seconde

Selectedtask:  Program password mode Yubikey

Public ID N/A H H
Secret ID 24572926515 (Randomized) Conﬁgu ration.
Key defa2560b0118b1 Tedeaehea.. (Randomized)

Curacccode:  N/A
New acc code:  N/A

" Wite to configuration 1 (% Wte to configuration 2 (Yubikey 2 only)

™ Batch (multiple) mode I™ Lock /protect configuration 2 {Yubikey 2 only} [ ] E n VOi Ia une autre ‘ J
g Update completed successfully
Remave device now
#" [ Time [ Delta fs) | Status / public ID I
v 235645 73 71da807zadal
V2 0032 27 Update completed successfully
Passed: 2 Failed ]

<pietoms e

15 sur 20



Yubikeys — TraA au bout des doigts

LAuthentificati()n a l'aide d’'un mot de passe statique

Démo

A0 «Fr <

it

v

a
it

e Utilisation des deux configurations;
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e Utilisation des deux configurations;

e Changement du mot de passe statique
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Identification des Yubikeys
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L Identification des Yubikeys

AO>» A« FrP «Er» «E>»
Utilisation de udev
Console
1| user@localhost:~$% sudo lsusb -vvvv |grep Yubikey -A 20
Bus 002 Device 006: ID 1050:0010 Yubico.com Yubikey
Device Descriptor:
bLength 18
5 bDescriptorType 1
bcdUSB 2.00
bDeviceClass 0 (Defined at Interface level)
bDeviceSubClass 0
bDeviceProtocol 0
10 bMaxPacketSize0 8
idVendor 0x1050 Yubico.com
idProduct 0x0010 Yubikey
bcdDevice 2.23
iManufacturer 1 Yubico
15 iProduct 2 Yubico Yubikey II
iSerial 3 0000510594
bNumConfigurations 1
Configuration Descriptor:
bLength 9
20
v
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e Le serial est visible parmis les descripteurs;
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L Identification des Yubikeys

AO>» A« FrP «Er» «E>»
Utilisation de udev
Console
1| user@localhost:~$% udevadm info -a -p $(udevadm info -q path -n /dev/input/by-id/usb-
<—Yubico_Yubico_Yubikey_II_0000510594 -event-kbd)
looking at device /devices/pci0000:00/0000:00:1d.0/usb2/2-2/2-2:1.0/input/input13/
—event7
KERNEL=="event7"
SUBSYSTEM=="input”
5 DRIVER==""
looking at parent device /devices/pci0000:00/0000:00:1d.0/usb2/2-2/2-2:1.0/input/
—input13
KERNELS=="input13"
SUBSYSTEMS=="1input"”
10 DRIVERS==""
ATTRS{name }=="Yubico Yubico Yubikey II"
ATTRS{phys} usb-0000:00:1d.0-2/input0”
ATTRS{uniq}=="0000510594"
ATTRS{modalias}=="1input:b0003v1050p0010e0111-e0,1,4,11,14,k77,7D,7E,7F,ram4, 10
—,1,2,3,4,sfuw”
15
v
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Utilisation de udev

Console

1| user@localhost:~$% udevadm test --action=add $(udevadm info -q path -n /dev/input/by-id/
<—usb-Yubico_Yubico_Yubikey_II_0000510594 -event-kbd)

udevadm_test: ID_INPUT=1

udevadm_test: ID_INPUT_KEY=1

5| udevadm_test: ID_INPUT_KEYBOARD=1

udevadm_test: ID_VENDOR=Yubico

udevadm_test: ID_VENDOR_ENC=Yubico

udevadm_test: ID_VENDOR_ID=1050

udevadm_test: ID_MODEL=Yubico_Yubikey_II

10| udevadm_test: ID_MODEL_ENC=Yubico\x20Yubikey\x20II
udevadm_test: ID_MODEL_ID=0010

udevadm_test: ID_REVISION=0223

udevadm_test: ID_SERIAL=Yubico_Yubico_Yubikey_II_0000510594
udevadm_test: ID_SERIAL_SHORT=0000510594

15| udevadm_test: ID_TYPE=hid

udevadm_test: ID_BUS=usb

udevadm_test: ID_USB_INTERFACES=:030101:
udevadm_test: ID_USB_INTERFACE_NUM=00
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e Le serial est visible parmis les descripteurs
e Celui est reconnu par udev;
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Utilisation de udev avec gnome-screensaver
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e Le serial est visible parmis les descripteurs;

e Celui est reconnu par udev;

e On peut s’en servir pour activer I’écran de veille en cas de retrait de
la Yubikey ;

/etc/udev/rules.d/85-yubikey.rules

1| ACTION=="add”, ENV{ID_VENDOR}=="Yubico”, \

RUN+="/usr/local/bin/gnome-screensaver -unlock %E{ID_SERIAL_SHORT}"
ACTION=="remove”, ENV{ID_VENDOR}=="Yubico”, \

RUN+="/usr/local/bin/gnome-screensaver -lock %E{ID_SERIAL_SHORT}"
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Utilisation de udev avec gnome-screensaver

e Le serial est visible parmis les descripteurs;
e Celui est reconnu par udev;

e On peut s’en servir pour activer I’écran de veille en cas de retrait de
la Yubikey ;

e Pour cela, on associe les clefs aux comptes Unix et on fait un peu de
bash.

/etc/yubikey_ownership

1| serianox:0000510594:0000505941
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/usr/local/bin/gnome-screensaver-lock

1| #!/bin/sh

YUBIKEYS_OWNERSHIP_FILE="/etc/yubikey_ownership”
5/ if [ -n "$1" 1; then

for proc in $(pgrep -f gnome-screensaver);

user=$(ps -p ${proc} u |

for key in $(grep -m 1

do
sed -e 1d | awk {print $1})
${user} ${YUBIKEYS_OWNERSHIP_FILE}

| sed -e s
/07 T%:\NCL0=-9IN\{10\INC: LO=-9IN{T0\I\) *\) . */\1/
if [ 81 =

-e s/:/ /g); do
= $key 1; then
10 export $(grep -z DBUS_SESSION_BUS_ADDRESS /proc/${proc}/environ)
if [ $(basename $0) = "gnome-screensaver-lock” J; then
su ${user} -c "qdbus org.gnome.ScreenSaver / SetActive true”
elif [ $(basename $0) = "gnome-screensaver-unlock” 1; then
su $user -c "gnome-screensaver -command --poke”
15 fi;
fi;
done;
done;
fi;
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e Surprise!:)
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